
 
 

Internet Banking Policy 
 (Ratified by School Council: February 2024)  
 
 
 
PURPOSE: 

 
Internet banking has become a very common banking practice that provides several distinct 
advantages, whilst at the same time offering high levels of security and convenience. 
 
To utilise the advantages of internet banking for our school whist simultaneously enhancing banking 
security, increasing transaction speed, improving convenience, and lessening environmental impact. 

 
GUIDELINES: 
 

- After carefully considering the costs, benefits, fraud prevention, internal controls, and information 

privacy implications, School Council has authorised the use of internet banking. In doing so, 

School Council requires that all actions related to internet banking are consistent with DE’s ‘S385-

2007 School Internet Banking Guidelines’.  

- All payments through internet banking software are simply another form of payment from the 

school’s accounts and consistent with DE requirements, must be authorised by the principal and 

one other member of council. 

- School Council approves National Australia Bank as the approved software for all internet 

banking activities.  

 
IMPLEMENTATION: 
 

Electronic Funds Transfer: 
The School Council requires all suppliers to provide tax invoice/statements to the school prior to direct 
debiting any funds from the school’s account.  

 
‘Pay-Anyone’ Facility: 
This form of internet banking allows the school to pay funds directly into a person’s or business’ 
nominated bank accounts e.g.: creditors or local payroll employee.  
 
Internal controls surrounding the process at the school are critical. Internal Controls include:  
 

- Proper authorisation and approval of both the initial setting up of account details and any 

subsequent transactions against the account(s). The Principal and the previously mentioned 

School Council nominee only are authorised to use the security token associated with the 

National Australia Bank internet banking software.  

- The proper segregation of duties at all times.  

- The safe, secure, and confidential storage of information and data, including the storage of 

PIN’s and security tokens in the school safe.  

- Proper retention of all transactions relating to accounts such as purchase orders, tax 

invoices/statements, vouchers, payroll listings, signed or initialled screen prints and payee 
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details, relevant CASES21 reports etc., including principal signed and dated internet transaction 

receipts attached to authorised payment vouchers.  

- The retention of printed payment receipts that display all details of a payment so as to confirm 

payment details.  

- Compliance with all bank imposed security measures, limits and requirements.  

- The provision of Electronic report documentation to the finance committee, School Council and 

auditors as required. NB. Paper copies available if requested. 

- That alternative procedures using the ‘Pay-Anyone’ and BPay facilities exist during periods 

when the business manager or the principal are absent for an extended period. 

 
RELATED LEGISLATION: 
 
 
 Schools Electronic Funds Management Guidelines (Appendix 1) 
 
DE - School Policy and Advisory Guide: 

Policy and Advisory Library | education.vic.gov.au 
 
 
 
 RELATED POLICIES: 
 

- Department Parent Payment Policy 

- School Purchasing Cards Policy 

 
 POLICY EVALUATION: 
 
Evaluation will be conducted annually by the Business Manager, Principal, Administration and 
Finance Committee of the School Council. 

 
 DUE DATE FOR REVIEW: 
 
This policy is due for review in February 2025.  
  

https://www2.education.vic.gov.au/pal


 

 

Appendix 1

 

 

Schools Electronic Funds Management 
Guidelines  

A guide to electronic payments and receipts 
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1. Introduction 
 

Electronic (internet) banking offers an online facility (via a website) which provides users 
with the ability to undertake various banking functions. This includes:  the checking of 
bank accounts, transferring funds between accounts, direct debit, direct deposit, BPAY 
payment / receipts and EFTPOS (Electronic Funds Transfer Point of Sale).  

To minimise risks, schools should have an awareness of the compliance requirements set 
out in the Education and Training Reform Regulations 2017, section 46 (1). This section is 
in relation to Revenue and Expenditure and stipulates ‘All cheques and negotiable 
instruments drawn on any account kept under the control of a school council must be 
authorised by the principal and a member of school council who is nominated by the 
school council for this purpose’. 

Section 46 (2) of this regulation states ‘All withdrawals or transfers out of any account 
kept under the control of the school council that are made other than by a cheque or 
negotiable instrument (Whether electronic or otherwise) must be authorised in writing by 
the principal and a member of the school council who is nominated by the school council 
for this purpose’. 

Moreover, Section 46 (3) of this Regulation stipulates, ‘The school business manager 
cannot be nominated under this regulation even if the business manager is a member of 
the school council’. Education and Training Reform Regulations 2017 
(legislation.vic.gov.au) 

A Schools Electronic Funds Management policy should be developed and endorsed by 
schools. This policy should outline decisions made by school council. These decisions 
relate to the school’s use of electronic funds, the scope of the implementation, internal 
controls required to be implemented, permissions and delegations, retention, and storage 
of documentation etc. 

 

Financial Management 
Principals and Business Managers must ensure that the official accounts are not overdrawn. It is 
critical that a clear understanding of the school’s cash flow position and commitments due are 
understood when using electronic funds for the payment of invoices and receipting funds. 
Before using any form of internet banking software, school council needs to pay careful attention to: 

• The associated costs and benefits of the school of using the software 

• Fraud prevention 

• Information privacy 

• Internal control implications 

All school council decisions and any modifications to prior decisions regarding internet banking must 
be minuted and tabled for approval at school council. 

Internal Controls 
Any financial risk to the school and its available funds can be minimised with internal controls to 
support the use of electronic funds. There are various internal controls that should be considered. 
These include: 

• Delegations – School council should review the current list of staff with the authority to 
approve purchase orders, pay invoices, receive funds, and extend this review to electronic 
procedures, including the upper dollar limit. 
 

• IT Security – Access levels to propriety applications should be in line with approved 
delegations. All changes to financial delegations should be included in school council 
minutes, filed appropriately, and kept as a permanent record. 

https://content.legislation.vic.gov.au/sites/default/files/2022-04/17-44sra008%20authorised.pdf
https://content.legislation.vic.gov.au/sites/default/files/2022-04/17-44sra008%20authorised.pdf
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• Proper authorisation and approval of both the internal setting up of account details and any 
subsequent transactions against the account(s). 
 

• All details to be complete and accurate so they can be verified by a responsible officer. 
 

• Security and confidentiality of passwords and data at all times. 
 

• The school to keep all documentation which confirms all transactions related to the account(s) 
and transactions. This documentation includes purchase orders, tax invoices, payment 
vouchers, payroll listings and relevant CASES21 reports. 
 

• The appropriate segregation of duties to ensure and maintain the accuracy and legitimacy of 
accounts and transactions. This can be implemented by alternating sequential tasks. This 
ensures no one person has complete responsibility for the entire transaction, provided that 
some separation occurs between key activities. Functions that should be separated include 
authorisation, payment, custody, and recording. 
 

• School council reporting and monitoring. 
 

• Bank imposed security issues. 
 

The following information found on the School Finance website is crucial. This information will assist 
in the preparation and development of appropriate school internet banking procedures and practices. 

• Internal Controls for Victorian Government Schools  

• Finance Manual for Victorian Government Schools 

 
Payments through internet banking software are effectively just another form of payment and as such, 
any payments must still be authorised by two people. 
 
 
 
 
 
 

Privacy 
Customer information will be required by the school to attain and retain when using electronic 
payments. Schools must do this in accordance with Schedule 1 of the Victorian Information Privacy  
Act 2000. 
 

School Records Management and Archives 
Records documenting the management of banking activities have a temporary disposal action status. 
This includes deposit records, bank statements, bank reconciliation statements, investment and 
dividend statements, and the record documenting the use of credit cards. This is in accordance with 
5.1.3 of the PROS 07/01 General Retention and Disposal Authority for Records of Common 
Administrative Functions. It stipulates: Destroy 7 years after the completion of the financial year in 
which the record was created. 
Guidelines are issued by the Public Records Office to provide a mechanism for the retention and 
disposal management of school records in accordance with the Public Records Act 1973. Schools 
providing electronic payments and receipts need to maintain these guidelines. 
For information regarding records, please refer to the following documents available on Public 
Records Office Victoria website: Homepage | PROV 

• General Disposal Schedule for School Records 

• General Retention and Disposal Authority for Records of Common Administrative Functions 

Further information is available at: Records Management 
 

https://www.education.vic.gov.au/Documents/school/principals/finance/Fin%20Internal%20Control%20document%20v3.2.pdf
https://www2.education.vic.gov.au/pal/finance-manual/policy
https://content.legislation.vic.gov.au/sites/default/files/87dc5520-6899-335f-b3b2-87207f40cf1b_00-098a.pdf
https://content.legislation.vic.gov.au/sites/default/files/87dc5520-6899-335f-b3b2-87207f40cf1b_00-098a.pdf
https://prov.vic.gov.au/
https://prov.vic.gov.au/archive/38EA7E13-F873-11E9-AE98-F9F1E3B8D3EF
https://prov.vic.gov.au/sites/default/files/files/documents/0701var7.pdf
https://www2.education.vic.gov.au/pal/records-management/print-all
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Storage and Disposal 
It is of high importance that the secure storage and disposal of records documenting the use of credit 
cards is closely followed. This should meet the requirements of both the Victorian Information Privacy 
Act 2000 and the Public Records Act 1973. 
For the secure storage of paper and computer records of credit card and EFTPOS details, schools 
should consider implementing the following:  
Records should be destroyed by approved methods of destruction. The Public Records Office 
Guidelines, although expired, may be of assistance to you. 
Approved methods of destruction are listed in this guide as follows: 

• Shredding and then Pulping 

• Degaussing (magnetic media) 

• Chemical recycling (for microform/x-rays) 

Inappropriate methods of destruction are as follows: 

• Deletion 

• Dumping 

• Burying 

• Burning 

• Shredding without subsequent pulping 

  

https://content.legislation.vic.gov.au/sites/default/files/87dc5520-6899-335f-b3b2-87207f40cf1b_00-098a.pdf
https://content.legislation.vic.gov.au/sites/default/files/87dc5520-6899-335f-b3b2-87207f40cf1b_00-098a.pdf
https://content.legislation.vic.gov.au/sites/default/files/9585fa93-f3b2-32c6-bc22-43f556f6dcb1_73-8418aa041%20authorised.pdf
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2. Electronic Payment of Accounts 
 
Electronic payments can be made from the official account via the following methods: 

• Direct Debit 

• BPAY 

• Direct Deposit 

Payments through internet banking software are effectively just another form of payment and must 
still be authorised by two authorised officers. A single authoriser of payments via internet banking is a 
clear breach of the regulations governing the payment of accounts by schools. 
Dedicated internet banking software is important. Of particular importance is the ability to process 
credit/payroll and related payments through direct debit and BPAY. This is significant because the 
payment is directed to one creditor/payee. Further, the inclusion of detailed audit trails or transaction 
reports results in a high level of data security and validation. 
Other forms of internet banking are effectively on a ‘pay anyone’ basis, e.g., direct deposit from the 
school’s official account. As robust data security and validations are absent with this type of payment 
method, this particularly raises the financial risk for schools in relation to: 

• The setting up of the payee details, and 

• The transfer of funds from the official account to valid and accurate payee account(s). 

 

Direct Debit 
The direct debit facility allows an external source, e.g., financial institution or supplier, to remove or 
‘sweep’ funds. These funds pertain to a pre-arranged amount and date from the school’s official bank 
account or ad hoc basis. An example of this is computer lease payments. 
 

Types of transactions best suited to Direct Debit  

Commitment control over the course of the school year can be managed by setting aside funds in 
advance for routine payments. That is, one standing order for the year for each item, which is 
progressively reduced by the regular payment. Alternatively, by the traditional processing of orders 
and invoices. In both instances, approved program and expenditure budgets should have allowed for 
the commitment to be incurred. 
Expenditure items can be categorised into routine payments of ‘one off’, ad hoc payments. Routine 
payments are regular in amount and/or date due e.g., monthly operating lease or an annual insurance 
premium. Alternatively, ad hoc payments may be commonplace but incurred on an ‘as needs’ basis 
with widely differing dollar amounts e.g., teacher requisites, classroom materials. 
This distinction of routine versus ad hoc payments needs to be identified for effective financial 
management, especially in terms of commitment control. When the amount of the routine payment is 
precisely known in advance, then an estimate of costs can be made. An example of this is a monthly 
lease payment, and/or the payment date is known in advance, such as utilities based on past history. 
 
 
 

Establishment of Direct Debit Facility  

All suppliers/creditors offering the direct debit facility will require a ‘direct debit request’ authority from 
the school. This is usually in a printed form supplied by each creditor for which the direct debit facility 
is sought. It is important to carefully read and understand the terms and conditions accompanying the 
direct debit commitment prior to completing and authorising the expenditure. This is essentially a 
‘service agreement’ and should indicate a range of minimum requirements to be provided by the 
creditor.  
Each supplier’s terms and conditions may vary from those listed, however they are provided as a 
guide to enable schools to negotiate and/or confirm minimum standards are in place: 

• At least 14 days’ notice in writing if there are changes to the terms of the drawing 

arrangements. 

• Information relating to the school’s official account be treated confidentially except 

where required for the purpose of conducting direct debits with your financial institution. 

• Where the due date is not a business day, the creditor will draw from your official 

account on the nearest business day. 
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• The creditor will at all times attempt to meet the scheduled drawing date as arranged 

with the school. 

• The school’s ability to alter the drawing arrangements, subject to terms and conditions. 

• The school’s access to appropriate recourse where a drawing is considered to have 

been initiated incorrectly. 

The authority should be signed by the principal and a duplicate copy retained. 
 

How to use Direct Debit  

The school should ensure they receives a tax invoice/statement from each of their suppliers prior to 
the direct debit ‘sweep’ date each month. This will assist in confirming the accuracy of all payments as 
well as any cash flow considerations. The supplier must be contacted immediately and the issue 
either resolved or the direct debit cancelled. 
 

Direct Debit information to be retained by the school 

The following information should be retained: 

• All details provided by the supplier relating to the amount, date of direct debit and regularity of 
the payment. 

• Original payment approval – usually via an application for direct debit form (signed by the 
principal and a designated signatory of school council). 

• Schedule and timing of deductions (if not included in the above). 

• All related billing and statement details. 

• Relevant CASES21 Financial Reports. 

 

BPAY Payments 
BPAY differs to direct debit in that the school has full control of the payment with regards to the 
payment date and amount of the expenditure. BPAY is an alternative to payment by cheque. It 
employs the use of electronic (internet), telephone or ‘pay in person’ for transfer of funds from the 
school’s official account to the supplier. Schools must ensure that suppliers’/creditors’ accounts are 
always paid by the due date and for the correct amount.  
BPAY is a secure electronic banking product identified on a supplier/creditor account with a unique 
biller code. The payee selects either the internet or telephone option to transfer funds from the 
school’s official account to the supplier. They then follow a series of steps to attach the amount owed 
to the creditor’s account and biller code.  
With BPAY transactions the standard controls related to creating an order, setting up the commitment 
and determining the date and amount for the transfer can be easily maintained by schools.  
 

Establishment of BPAY Facility 

The financial institution the school uses for its official account will require a formal registration and 
authorisation from the school.  
As with direct debit, schools should carefully read and consider the terms and conditions 
accompanying the facility prior to registration. 
 

How to use BPAY   

Schools will receive an invoice in the normal manner. The invoice should then be attached to the pre-
approved purchase order and forwarded to the principal for approval for payment.  
Once payment has been made using BPAY, the BPAY receipt number and details of the transaction 
should be printed from the internet banking website. This printed receipt should then be attached to 
the original payment approval/invoice.  
 

BPAY Information to be retained by the school  

The following information is to be retained by the school: 

• Original signed payment approval and creditor invoice. 

• Printout of BPAY receipt (if processed through the internet), clearly displaying BPAY 

receipt reference number and date of transaction.  

• If the phone is used to action a BPAY payment, the BPAY receipt number and date of 

transaction should be noted on the original payment approval/invoice information. 
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• The principal should verify that the details on the tax invoice are identical to the screen 

print, particularly the biller code and BPAY reference number.  

• relevant CASES21 Finance reports. 

 
 

Direct Deposit 
Direct Deposit via an internet banking facility provides schools with the freedom and flexibility to pay 
creditors (creditor, school level payroll employee). They do this by nominating their BSB and account 
number at the time of the transaction.  
A business banking package that has a two-user authorisation of payments (such as Commonwealth 
Banks “CommBiz”) is recommended. This is due to it containing a greater degree of security and 
access controls. 
A personal banking package, such as Commonwealth Banks “Netbank”, is not adequate as an 
appropriate school internet banking package. This is due to its primary function being to service 
personal rather than business-based banking. This form of internet banking lacks adequate security 
(e.g., single user authorisation) and internal control measures to minimise financial risk and 
unauthorised access.  
The lack of a secure business banking package raises the risk to schools that use this method of 
payment. Data security is minimal and is totally reliant on the internal control procedures developed. 
This is implemented by the school to monitor the authorisation and, accuracy of transactions.  
 

School decisions and policy creation   

School council should approve in writing the school’s decision to use a direct deposit internet banking 
facility. This should occur following looking at the advantages and disadvantages, and the internal 
controls required to be implemented.  
This is achieved by developing and gaining endorsement of a Schools Electronic Funds Management 
policy that deals satisfactorily with all possible internal controls issues. Issues, in particular internal 
controls surrounding the process are critical to be considered in development of this policy. These 
include: 

• The identification of personnel with administrative/authorisation responsibilities.  

NOTE: The school business manager cannot be nominated as an authoriser even if he 

or she is a member of the school council.  

• The identification of payment authorisers (the principal and other designated officer).  

NOTE: A single authoriser of payments via internet banking software is a clear breach 

of the regulations governing the payment of accounts by schools.  

• The allocation and security of personal identification number (PIN) information or 

software authorisation tokens. 

• The setting up of payee details in CASES21.  

• The authorisation transfer of funds from the official account to payee account(s). 

• Alternative procedures for processing, using the direct deposit facility, for periods of 

business manager/ES and principal leave or absence. A template policy is available 

here: School Policy Templates Portal 

 

How to use Direct Debit 

1. Complete all processes for the payment on CASES21  

Creditors  

• Entry of purchase orders  

• Entry of invoices 

2. Generation of payment 

3. Printing and signing of payment vouchers. 

• All transactions are authorised by the appropriate delegate.  

4. Enter transactions into banking software via either: 

https://edugate.eduweb.vic.gov.au/edrms/keyprocess/cp/Pages/home.aspx
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• Disk (.aba file) 

o Follow your internet banking software providers instructions for uploading the 

direct deposit (.aba) file generated in CASES21. 

o Verify the details of the payment against the CASES21 reports (e.g., payment 

batch). 

o Process the payment through to the authorisation stage.  

• Manual 

o Follow your internet banking software provider’s instructions for the manual 

entry of data. 

o Verify the details of the payment against the CASES21 reports (e.g., payment 

batch). 

o Process the payment through to the authorisation stage.  

5. Two signatories authorise the payment in the banking software. 

6. Reconcile the payments to CASES21 reports. 

7. Retain appropriate documentation. 

 

Creating the Direct Deposit Disk   

Instructions on how to complete the direct deposit transaction are available in Section 3: Creditors of 
the CASES21 Finance Business Process Guide. 
 

Direct Deposit information to be retained by the school   

The following information is to be retained: 

• The school council minutes recording prior approval utilisation of the direct deposit 

basis of internet banking. 

• The school’s approved Schools Electronic Funds Management policy document. 

• The safe and secure storage of all documentation. 

• The provision of printed documentation to finance committee, school council and school 

auditors.  

• Relevant CASES21 Finance reports. 

 

  

https://edugate.eduweb.vic.gov.au/Services/bussys/cases21/Pages/C21-User-Guides.aspx?RootFolder=%2FServices%2Fbussys%2Fcases21%2FUser%20Guides%2FC21%20FINANCE%20Business%20Process%20Guides&FolderCTID=0x0120004C9E15E0B526674E861484BC0480850D&View=%7B31E75C2F%2DBBFF%2D4EF3%2DA1D3%2DEE7303B14FD9%7D
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3. Electronic Revenue 
Schools can accept alternative methods to cash or cheque receipts into the official account via the 
following methods 

• EFTPOS 

• BPAY 

• Third party internet revenue collection. 
 

Electronic Funds Transfer Point of Sale (EFTPOS) 
EFTPOS provides schools with the ability to accept non-cash electronic payments by using credit and 
debit card transactions. 
The benefit of EFTPOS is that it improves security by reducing the amount of cash handled and kept 
on the school premises. Further, it may be more convenient to use for parents and debtors.  
  

School decisions and policy creation   

Prior to introducing EFTPOS, the school council should give thought to: 

• The benefits and costs to the school by using EFTPOS 

• Accounting for payments and refunds 

• Fraud prevention 

• Information privacy 

• EFTPOS security controls. 

The school council should consider the advantages and disadvantages of EFTPOS as well as any 
internal controls required to be implemented. If the decision to use EFTPOS has been agreed on, 
then the School Council approval to use an EFTPOS facility should be in writing. 
If school council recommends the utilisation of an EFTPOS facility, appropriate procedures and 
practices need to be put in place. This is in the form of a school EFTPOS policy and needs to be 
prepared and formally minuted at school council prior to using the facility. This could be achieved by 
developing and gaining endorsement of a Schools Electronic Funds Management policy that deals 
satisfactorily with all possible internal controls issues.  
The policy should clearly state what is and what is not accepted procedure. For example, if the school 
does not accept EFTPOS transactions to be made by telephone this must be stated in the policy. 
Issues to be considered in this policy should include: 

• Existing bank-imposed restrictions or security measures, such as daily deposit limits. 

• Allocation and security of personal identification number (PIN) information.  

• A list of personnel with administrative/authorisation responsibilities.  

• Restriction of ‘Cash Out’ setting. 

The Schools Electronic Funds Management policy should be reviewed at least once per year to 
confirm/enhance internal controls.  
To assist in the preparation and development of appropriate school procedures, practices and a 
policy, consideration of the following information is recommended.  
 

Establishment of EFTPOS facility   

The set-up of EFTPOS in a school is done in conjunction with a financial institution. Schools are 
advised to compare banks’ EFTPOS facility features and fees as these will vary between institutions. 
Schools should keep in mind that any EFTPOS fees charged may be dependent on the school’s 
volume of anticipated transactions.  
Schools should also determine if any transaction costs will be passed on to the payer. Further, 
whether a minimum number of transactions are required to ensure the viability of the EFTPOS facility. 
Schools should determine if they will implement a minimum or maximum dollar value for transactions 
after considering the bank’s EFTPOS fee structure.  
There is no requirement for a school to set up their EFTPOS facility through the financial institution 
where the school’s official account is being operated. It should be noted though, that a competitive fee 
structure is available for EFTPOS through approved panel bank suppliers under the Whole of 
Government Banking contract. 
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EFTPOS terminals   

The configuration settings of the EFTPOS terminal must be specified, approved and minuted by 
School Council and detailed within the school policy. These would include: 

• Receipt Header information 

• Receipt Footer information 

• Settlement Settings 

• Refund limit (changed in conjunction with Bank) 

• Maximum transaction limit 

NOTE: Schools must not have the ‘Cash Out’ configuration activated.   
Any changes to the configuration must be approved and minuted by School Council prior to 
performing the changes. 
School EFTPOS terminals should be connected to the bank via phone connection and not via the 
internet. Connection via a phone line ensures that schools are not collecting or storing customer data 
in a manner that makes them susceptible to fraudulent transactions. 
Terminals should be located in a secure location which will allow for no unauthorised usage and 
ensure privacy for PIN transactions.  
Schools should consider if the use of a mobile terminal would be of benefit to school operations. For 
example, for use in the school uniform shop or at an annual book collection day located separately to 
the administration building.  
Appropriate procedures should be implemented to ensure the security of the terminals during 
operation and when they are not in use. Arrangements in relation to access to passwords for mobile 
terminals must be considered. Passwords must be securely stored in line with the Departments ICT 
Security Policy. Any documentation must not include passwords. If passwords are recorded, they 
shall be maintained in a separate document and stored in a fireproof safe. 
 

Phone/Mail EFTPOS transactions   

Schools must determine and document if they will accept EFTPOS transactions via the telephone or 
post. 
The school must be approved by the bank as an authorised mail/phone merchant prior to processing 
transactions of this nature. 
Only transactions on credit cards can be accepted via telephone or post. Transactions on debit cards 
require the cardholder to be present at the point of sale. 
Before school council approves the use of phone or mail transactions for receipt of monies, thought 
must be given to how to establish the cardholder’s identification. Further, what documentation will be 
required to be completed as a record of the phone transaction.  
It is recommended that schools develop a proforma to be completed containing information such as:  

• Cardholders name and address 

• Card number, expiry date and security code 

• Transaction date  

• Identification method and details 

• Name of staff member processing the transaction and  

• Invoice details.  

Schools must ensure the information collected to undertake EFTPOS transactions must only be used 
for the specified invoice. The proforma should be filed in a secure location with restricted access.  
The name of the cardholder should be the same as the name on the invoice. If the names are 
different a query should be raised with the debtor as to the reason for the difference. Once satisfied 
that the transaction is valid the principal or authorised officer should sign the form to approve the 
transaction including verification of the identification. 
Full card details including card number, expiry date and security code (when required) should be 
obtained. Then confirmed by discretely reading them back to the customer. The transaction should be 
processed while the customer is on the phone. 
Both the EFTPOS and CASES21 receipt must be forwarded to the cardholder as their record of the 
transaction. 
 

Processing transactions  

Schools should only process transactions to accept school invoice payments i.e., family charges, 
sundry debtors, trading operation payments etc. Schools are not to undertake transactions which 
provide ‘cash’ to the customer as part of the transaction. 

https://edugate.eduweb.vic.gov.au/Services/IT/ITPolicies/Pages/Responsibilities.aspx
https://edugate.eduweb.vic.gov.au/Services/IT/ITPolicies/Pages/Responsibilities.aspx
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The maximum amount of a credit/debit card transaction is determined by the cardholder’s limit unless 
school council policy determines a maximum transaction limit for the school.  
Customers have the option of using a “Pen” (Signature) or “PIN” (Personal Identification Number) to 
authorise transactions. When processing a credit card transaction that requires a signature for 
authorisation, schools should ensure that the signature obtained on the merchant receipt matches the 
signature on the card. Further, that the signature panel has not been altered in any way. When 
processing a credit card transaction that requires the entry of a PIN, customers should be able to 
enter their PIN without risk of disclosure. The PIN should never be recorded by the school. 
Schools should ensure that the card number that is embossed on the card is free from alteration and 
that the card has not expired. 
Receipts should be entered onto CASES21 at the time the EFTPOS transaction is processed and 
both original receipts (EFTPOS and CASES21) issued. In circumstances where this is not possible, a 
manual school receipt can be issued at the time. Then the CASES21 receipt forwarded when it is 
entered on to the system. An authorised officer should reconcile all manual receipts to CASES21 to 
ensure all funds received by the school are receipted. 
The school should always print both the merchant and customer copies of the receipt for both credit 
and debit card transactions and retain the merchant copy for audit purposes. 
 

Incorrect transaction processing   

Sometimes it is determined at the time of the transaction and prior to entering the receipt on 
CASES21, that an error has occurred. For example, an incorrect amount is processed. If this occurs, 
schools should “void” or “refund” the transaction via the EFTPOS terminal. Schools should refer to 
the instructions provided in the EFTPOS facility user guide to ensure that this is processed correctly. 
Key internal controls relating to the reversal of incorrect EFTPOS transactions include: 

• Void transactions must be processed on the same day as the original transaction. After 

that period, it must be treated as a refund as per the procedures under ‘Refunds’ 

included in these guidelines. 

• All documentation relating to the original transaction must be obtained.  

• The void transaction must be signed by the cardholder. 

• Copies of both the original and voided transactions should be retained for audit 

purposes.  

• The school copy should be signed by the authorised officer and where possible this 

should not be the operator who processed the original receipt. The transaction details 

should be recorded in an EFTPOS ‘void transaction’ register. 

 

Refunds  

When an EFTPOS refund transaction has been processed and the receipt entered on CASES21, 
the following refund guidelines should be applied: 

• Before a school processes a refund, the original receipt is to be produced or the receipt 

number identified.  

• The refund request proforma must be approved by an authorised officer (e.g., principal) 

prior to processing. This will ensure segregation of the authorisation of refunds from the 

processing of the refund. 

• Schools should develop a refund request proforma to be completed each time an 

EFTPOS refund is requested. It should include: 

o Name of cardholder 

o Card number 

o Transaction details 

o Date 

o Name of staff member processing transaction 

o Signature of cardholder and principal.  

• The document should be filed securely with limited access. 



 16 

• Refunds can only be made to the account of the cardholder that made the original 

payment.  

• EFTPOS transaction refunds must not be made by cash. 

• There are times where the refund is not performed on the same day as the receipt. 

When this occurs, the school should not process the refund until they have confirmed 

the funds have been credited to their official account by the settling bank. 

• Refunds can be made by cheque following normal processes, or via the EFTPOS 

terminal to the cardholders account (principal authorisation is required for both 

instances). 

• Cardholders should be notified that it could be between 2-3 business days before the 

refund may reach their account. 

• The cardholder should be given the customer copy of the refund voucher. They must 

sign the merchant copy which is to be retained by the school  

• The EFTPOS refund should be processed on the terminal and CASES21 on the same 

day. The original receipt and merchant copy of the refund is to be attached to the 

CASES21 payment voucher. This must be checked and approved by the authorised 

account signatories before being processed on the EFTPOS terminal. 

• The refund should be recorded in the EFTPOS void or refund register. 

 

Manual transactions  

Whilst DET would deter manual processing to limit exposure to the risks associated, there may be 
instances when the EFTPOS facility will be offline. For example, when electronic communication with 
the bank is unavailable.  
In these instances, the bank will have set a transaction floor limit for each school. This is the 
maximum offline transaction allowed to be undertaken without contacting the bank for authorisation. 
When the system is offline, schools may approve only credit card transactions and only up to their 
floor limit.  
Debit card transactions must not be performed when the school’s EFTPOS facility is offline as a zero-
floor limit applies to debit cards. 
An authorisation must be obtained from the bank for all transactions which are greater than the 
school’s floor limit. 
If school council deems that its floor limit is too high/low the school should negotiate a more suitable 
limit with the bank. 
If the bank has provided a manual card reader this should be used to complete offline credit card 
transactions. They should reference any instructions provided by the financial institution. There may 
be a time when a manual card reader is not available (they are not mandatory). When this occurs, the 
school should complete the proforma used for phone transactions and process the transaction as 
soon as connection to the financial institution is restored.  
 

Banking   

There are three factors’ schools will need to consider when determining how to process EFTPOS 
receipts in CASES21 Finance. This is either via a normal receipt batch that contains cash and/or 
cheques, or as a separate EFTPOS only receipt batch. These factors are: 

• A Settlement* must be run on the EFTPOS terminal at the end of each day. 

• The volume of EFTPOS transactions undertaken by the school. 

• How often banking is undertaken. 

Below are options schools can adopt to process their EFTPOS receipts. 
It is recommended that schools with a large volume of transactions should consider using Option 1 or 
2. Schools with a small volume of transactions can utilise any of the Options. 
 

Option 1   

• Schools use a separate receipt batch (not containing cash or cheque transactions) for 

EFTPOS receipts which is updated at the end of each day. 
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• The Settlement on the terminal is also performed at the same time as the batch is 

updated. The daily total on each should match (unless adjustment is required due to 

processing of a refund). 

• On the Bank Reconciliation, the batch total for that date (less any refunds) should 

match the direct credit amount paid by the bank. 

Using this option provides schools with clear and current information regarding EFTPOS transactions 
in case of any enquiries. 
It is also an effective internal control measure reducing the risks of fraud or misappropriation of funds. 
 

Option 2  

• Schools include EFTPOS receipts in a normal receipts batch with cash and/or cheque 

receipts that is updated at the end of each day. This option helps to reduce the number 

of batches opened each day.  

• The Settlement on the terminal is also performed at the same time as the batch is 

updated. The EFTPOS total (Batch total less Bank Deposit Slip total) should match the 

Settlement total (unless adjustment is required for a refund). 

• On the Bank Reconciliation, the EFTPOS total for that date should match the direct 

credit amount paid by the bank. 

 

* The Settlement process is where the days EFTPOS transactions are closed off for the day 
and a total is determined. If the Settlement is not performed by the school each day, the 
bank will “force Settlement” at a time determined by them. As a result, one or more 
Settlements may cross over one or more batches containing EFTPOS transactions making it 
difficult for schools to reconcile the EFTPOS transactions on their Bank Reconciliation. It is 
strongly recommended that schools perform settlement each day at a time determined by 
the school. 

 

EFTPOS information to be retained by the school  

The following information is to be retained: 

• Minutes of school council meeting approving the use of the facility. 

• EFTPOS policy approved by school council. 

• Register of approved school users. 

• Register of voided/refunded transactions. 

• Proforma/documents containing transaction details. 

• Merchant copies of EFTPOS terminal receipts, voided/cancelled receipts, and 

settlement documents. 

• Applicable CASES21 reports. 

• Daily EFTPOS reconciliation reports and documentation in support of refunds and/or 

adjustments. 

 

BPAY Receipts 
BPAY is an electronic bill payment service. This service provides families with the option of paying 
their school account at any time, day, or night, on any day of the year via telephone or internet 
banking.  
BPAY receipting for families has been introduced into CASES21 Finance and will allow schools to 
provide BPAY facilities to their families.  
 

School decisions and policy creation  

Prior to introducing BPAY, the school council should consider: 

• The cost and benefits for the school of using BPAY. 
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• Accounting for payments and refunds. 

• Fraud prevention. 

• Information privacy. 

School council should approve in writing the school’s decision for the utilisation of BPAY following 
consideration of the advantages and disadvantages, and internal controls required to be 
implemented.  
If school council recommends the utilisation of BPAY, appropriate procedures and practices in the 
form of a school BPAY policy need to be prepared. They must then be formally minuted at school 
council prior to using the facility. This could be achieved by developing and gaining endorsement of a 
Schools Electronic Funds Management policy that deals satisfactorily with all possible internal 
controls issues. The policy should clearly state what is and what is not accepted procedure. For 
example, detailing the schools process for applying receipts to invoices should be stated in the policy. 

The Schools Electronic Funds Management policy should be reviewed at least once per year 

to confirm/enhance internal controls. A template policy is available on the School Policy 

Templates Portal. 

 

Internal controls   

To assist in the preparation and development of appropriate school procedures, practices and a 
policy, schools should refer to the publication Section 4 Internal Controls - Finance Manual. 
Information is also available on the Financial Management website for information regarding internal 
control measures applicable to receipting.  
 

Setting up of BPAY in CASES21   

By default, BPAY receipting will not be enabled in CASES21. Schools wishing to use the functionality 
will need to activate BPAY receipting. 
Information on establishing BPAY facility for families, how to use BPAY and what is to be retained by 
the school is available.  Information is provided on Section 1: Families of the CASES21 Finance 
Business Process Guide. 
 
 

Third Party Internet Revenue Collection 
Schools can engage a third-party company or product to facilitate electronic payments by way of 
credit and debit card transactions through a secure internet payment gateway. 
Use of this form of revenue collection allows schools to increase the options and convenience 
provided to parents/debtors, as well as improves security by reducing the amount of cash handled 
and kept on school premises. 
 

School decisions and policy creation 

Prior to introducing a third-party company or product, the school council should consider: 

• The cost and benefits for the school. 

• Accounting for payments and refunds. 

• Fraud prevention. 

• The validity of the company to be engaged. 

• Information privacy.  

• Website security controls. 

• Terms and conditions of use of the service.  

School council should approve in writing the school’s decision for the utilisation of a third-party 
company or product. This should be done following consideration of the advantages and 
disadvantages, and internal controls required to be implemented.  
If school council recommends the utilisation of a third-party company or product, appropriate 
procedures, and practices need to be put in place. This is in the form of a school third party company 
or product policy. This needs to be prepared and formally minuted at school council prior to using the 
facility. This could be achieved by developing and gaining endorsement of a Schools Electronic Funds 
Management policy that deals satisfactorily with all possible internal controls issues. The policy 
should clearly state what is and what is not accepted procedure e.g., detailing the schools process for 
applying receipts to invoices should be stated in the policy. 

https://edugate.eduweb.vic.gov.au/edrms/keyprocess/cp/Pages/home.aspx
https://edugate.eduweb.vic.gov.au/edrms/keyprocess/cp/Pages/home.aspx
https://www2.education.vic.gov.au/pal/finance-manual/guidance/section-4-internal-controls
https://edugate.eduweb.vic.gov.au/edulibrary/Schools/Forms/AllItems.aspx?RootFolder=%2fedulibrary%2fSchools%2fCASES21%2fCASES21%20Finance%2fFinance%20Business%20Process%20Guide&FolderCTID=&View=%7b393E28AF%2d9188%2d49EC%2d9B2F%2d5B1CA6BF217D%7d


  

19 
 

The Schools Electronic Funds Management policy should be reviewed at least once per year 

to confirm/enhance internal controls. A template policy is available on the School Policy 

Templates Portal. 

 

Internal controls   

The internal controls that need to be considered in relation to the use of a third-party company or 
product include: 

• Authorisation and approval of the initial setting up of the facility by school council is 

required and must be minuted and tabled for school council approval. 

• The website security controls identified and recorded. 

• Documentation kept by the school confirming all transactions, void receipts, refunds, 

reconciliation reports, authorisation details, relevant CASES21 reports 

• The appropriate segregation of duties to ensure and maintain the security, accuracy, 

and legitimacy of transactions. This can be implemented, by alternating sequential 

tasks, so that no one person has complete responsibility for the entire transaction. This 

is provided that some separation occurs between key activities. Functions that should 

be separated include authorisation, payment, custody, and recording. 

• Establishment of a website access user register outlining the name of the school user, 

their unique ID (if one exists) and the website functions they are authorised to perform. 

• Register of void or refund transactions. 

• Reconciliation of monthly statement received from the third-party company or product 

with CASES21 transaction records. 

• Reconciliation of daily settlement statements with CASES21 transactions. 

 
 
 
 

 

https://edugate.eduweb.vic.gov.au/edrms/keyprocess/cp/Pages/home.aspx
https://edugate.eduweb.vic.gov.au/edrms/keyprocess/cp/Pages/home.aspx

